
HOW TO PROTECT YOUR DATA FROM
RANSOMWARE ATTACKS

Ransomware attacks are on the rise; this type of attack is a serious threat to both businesses

and individuals. Ransomware is a type of malware that encrypts your files

and holds them hostage until you provide sensitive information or pay a ransom to the attacker.

In this infographic we explain what you can do to keep yourself safe.

1.  Keep your operating system
     and software updated

2.  Avoid opening email attachments and
      clicking on links from unknown sources

Performing regular updates for your operating 
system and software products will help to protect 
you from malware. Security updates will patch
vulnerabilities that could be exploited by a malicious 
actor and prevent them from gaining access to your 
device.

Cybercriminals will try to trick you into 
opening an attachment or visiting a
malicious website. If you fall for their trick 
the malicious link can initiate automatic 
downloads of files that contain
ransomware.

3.  Only download files from
      an official source

One of the most important things when getting 
files from the internet is to download from a trusted 
source. If you go right to the official source, you 
reduce the chances of downloading malware. As an 
example, if you wanted to download Google 
Chrome you should visit the actual Google website 
to download the software.

4.  Use antivirus
      software

Antivirus software is an effective way of prevent-
ing a ransomware infection. Antivirus software 
works by detecting, quarantining, and blocking 
malware from running on a device. It is important 
to keep antivirus software updated as cybercrimi-
nals are continually launching new viruses and 
malware. 

5.  Do not connect USB devices from an
      unknown source to your computer

A common attack method used by malicious actors 
is to install malware onto a USB device and leave it 
in a public area. When someone finds the USB 
device, they will plug the USB into their computer to 
find out who it belongs to. This will execute 
malicious code and infect their device with 
ransomware.

6.  Create a secure
      data backup

Data backups are an effective way of recovering 
from a ransomware attack. If your device has 
been infected with ransomware and you cannot 
decrypt the device, you will still have a copy of all 
your important files. To ensure the data backup is 
accessible after a ransomware attack it is 
recommended to store the backup file on an 
external hard drive.
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