
FROM SOCIAL
ENGINEERING
ATTACKS 

Social engineering is a type of 
cyber-attack where a social 
engineer will use deception and 
manipulation to trick people 
into giving them sensitive 
information or access to 
systems. Awareness of the 
techniques used can help you to 
protect yourself.

Social engineering attacks will use emotion to 
manipulate their victims into taking an action. Threat 
actors will try to exploit the target's curiosity, kindness, 
obedience and use fear to gain control. An example of a 
fear-based attack is scareware, a victim might visit a 
website and see a legitimate looking popup telling them 
they have malware or spyware on their device. Once 
they click on the popup they are directed to a malicious 
website and their computer is infected.

Not all social engineering attacks happen in the digital 
world. Piggybacking is an in-person social engineering 
technique used to gain unauthorised access to 
restricted areas. A threat actor might ask you to help 
them get into the building as they have just started 
working at the company and do not have a key. Once 
you provide them with access, they might try to steal 
financial assets or install malware on a computer.

AVOID 
PIGGYBACKING 
ATTACKS

Social engineers will create messages that 
promise to give you free items or exceptional 
discounts. This is often an attempt to bait you 
into clicking on a malicious link or responding 
to their message. If you have been offered a 
good deal, before responding think about why 
someone is offering you something of value in 
return for little to no profit.

ASK YOURSELF: 
“DOES THIS OFFER 
SOUND TOO GOOD 
TO BE TRUE?”

Spear-phishing attacks target specific individuals; 
this could be you, a colleague or the CEO in your 
organisation. The social engineer will collect 
information about the target and use this 
information to create personalised email attacks. 
If you receive an email, always check the sender's 
email address, and check to see if the email 
follows the same style as previous messages.

BE WARY OF 
SPEAR-PHISHING 
ATTACKS

A common tactic used by social engineers is 
creating a false identity, this is done to make you 
believe you are talking to a trusted person and 
encourage you to provide personal or sensitive 
information. A scammer might pretend to be from 
the IT support team and request you install a new 
piece of software or ask you to send your password 
so they can upgrade your account.

LOOK FOR FALSE 
IDENTITIES CREATED 
BY A SOCIAL ENGINEER

CHECK YOUR 
EMOTIONS1
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PROTECT YOURSELF
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