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SMISHING
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                       Smishing is a type of phishing attack that uses text messages (SMS) as the means of delivery. It 
involves sending fake text messages that appear to come from legitimate sources, such as banks, government
agencies, or well-known companies, in an attempt to trick individuals into giving out sensitive information, such as 
login credentials, financial information, or personal identification numbers (PINs). Smishing attacks can also include 
links to malicious websites that can install malware on the victim's device.

What is “smishing” (SMS phishing)

Dangers to individuals and organisations

                       Smishing attacks can pose serious dangers to both individuals and organisations. For individuals, they 
can result in the theft of sensitive information and financial loss, as well as identity theft, where the attackers use 
the stolen information to impersonate the victim and commit fraudulent activities in their name. 
                       For organisations, smishing attacks can result in data breaches and compromise the security of 
company systems and networks, leading to financial losses and damage to the company's reputation. These attacks 
can also disrupt business operations and lead to legal liabilities for the organisation.

Typical smishing scenario

You receive a text message claiming to be from your bank, asking you to confirm your login credentials or 
personal identification number (PIN).

The text message includes a link that you are instructed to click on to access your account.

When you click on the link, you are taken to a website that appears to be your bank's login page.

You enter your login credentials or PIN, not realising that the website is actually a fake.

The attackers now have access to your account and can use it to steal money or commit fraudulent activities 
in your name.

“Don’t wait for hackers to find out
if your users are well trained”
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It's important to know the level of interaction the recipient has with these messages, so we track replies 
to SMS Text messages which can be seen in the platform.

For example, you may ask that they reply to an SMS Text message to confirm a specific action, such 
as resetting an account, changing their password or approving transactions.

This is invaluable insight into their level of engagement and awareness.

See real-time responses to your Smishing campaigns and act immediately

Launch relevant training courses to your users after
identifying any gaps in their knowledge. By identifying the gaps in 
knowledge, you identify week links in your security chain,
empowering you and your users in the fight against
cybercrime.

Be proud of your newly educated users

By using Phishing Tackle's Smishing tools, you can utilise a full 
spectrum of attack vectors just like the hackers do.

Choose from an extensive list of pre-made SMS Text message templates, 
or create your very own to suit your organisation. 
You can even specify the name you'd like each message to appear to 
come from or allow the platform to send from random phone numbers!

Creating realistic Smishing campaigns allows you to see exactly where the weaknesses are within your 
organisation, providing you with invaluable insight about your potential attack surface, which is crucial for 
selecting appropriate training content.

Reduce stress and increase protection for your
organisation with simulated smishing attacks

Phishing Tackle’s smishing service allows you to find and train weaknesses in 
your user base, before hackers find and exploit them.


